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Data Breach Response Plan
Quick Checklist

This Checklist has been developed by Interactive and Ansvar Insurance. This Checklist is intended to provide general information to assist your organisation in
managing risks relating to a cyber-data breach. This is not an exhaustive list.

A ‘Blank’ response to any question indicates that further planning and investigation is required to effectively manage risk.

INFORMATION TO BE INCLUDED

YES NO N/A* ACTIONS REQUIRED WHO BY WHEN

What a data breach is and how staff
can identify one

Clear escalation procedures and
reporting lines for suspected data
breaches

Members of the data breach
response team, including roles,
reporting lines and responsibilities

* Not Applicable
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INFORMATION TO BE INCLUDED

YES NO N/A* ACTIONS REQUIRED WHO BY WHEN

Details of any external expertise
that should be engaged in
particular circumstances

How the plan will apply to various
types of data breaches and varying
risk profiles with consideration of
possible remedial actions

An approach for conducting
assessments

Processes that outline when and
how individuals are notified

Circumstances in which law
enforcement, regulators (such as
the OAIC), or other entities may
need to be contacted

Processes for responding to
incidents that involve another entity

Arecord-keeping policy to ensure
that breaches are documented

* Not Applicable
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INFORMATION TO BE INCLUDED

YES NO N/A* ACTIONS REQUIRED WHO BY WHEN

Requirements under agreements
with third parties such as insurance
policies or service agreements

A strategy identifying and
addressing any weaknesses in data
handling that contributed to the
breach

Regular reviewing and testing of
the plan

A system for a post-breach review
and assessment of the data breach
response and the effectiveness of
the data breach response plan

* Not Applicable

© 2022 Ansvar Insurance Limited (ABN 21 007 216 506 AFSL No 237826) of Level 5, 1 Southbank Boulevard, Southbank VIC 3006 (Ansvar). Ansvar is a member of the Benefact Group in the UK (formally known as Ecclesiastical Group).
All rights reserved, except as permitted by the Copyright Act 1968, no reproduction or communication of any of the content of this document may occur without the permission of Ansvar.

The content contained this document is of general nature and does not constitute legal, financial or personal advice. Before using this information, you should consider the appropriateness of it having regard to your own business objectives,
needs and individual circumstances. To the extent permitted by applicable law Ansvar expressly disclaims all liability howsoever arising from this publication whether in contract, tort or otherwise (including, but not limited to, liability for any
negligent act or omission) to any person in respect of any claims or losses of any nature including direct, indirect, incidental or consequential loss, punitive damages, penalties or costs.
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